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In 2010, the American Medical Association developed poli-
cies regarding professionalism in the use of social media, but
it did not present specific ethical guidelines on targeted
Internet searches for information about a patient or the
patient’s family members. The American Psychiatric Asso-
ciation (APA) provided some guidance in 2016 through the
Opinions of the Ethics Committee, but published opinions
are limited. On behalf of the APA Ethics Committee, the
authors developed a resource document describing ethical
considerations regarding Internet and social media searches
for patient information, from which this article has been
adapted. Recommendations include the following. Except in
emergencies, it is advisable to obtain a patient’s informed

consent before performing such a search. The psychiatrist
should be aware of his or her motivations for performing a
search and should avoid doing so unless it serves the pa-
tient’s best interests. Information obtained through such
searches should be handled with sensitivity regarding the
patient’s privacy. The psychiatrist should consider how the
search might influence the clinician-patient relationship.
When interpreted with caution, Internet- and social media–
based information may be appropriate to consider in foren-
sic evaluations.
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The introduction of Web search engines and their devel-
opment in the 1990s dramatically changed the landscape of
information gathering.With only a few clicks on a computer,
cellphone, or other device, an individual can access in-
formation on a wide range of topics in a matter of seconds,
including personal information about others. To “Google”
for information (i.e., to research something via Google or
other search engines) has become routine in our daily en-
deavors. Search engines and social media, such as Facebook,
YouTube, Instagram, and so on, provide a ready trove of
information on people, events, places, and things. They en-
courage individuals to post personal information on these
sites that can be easily accessed by others.

Physicians are not immune to the allure of social media. A
survey of 202 residents and fellows in 2009 showed that 73%
of them had a Facebook profile, on which over 90% posted
personal information (1). In another survey of 4,033 physi-
cians, 87% used social media for personal use, and 67% used
them for professional activities (2). In early 2010, 16% of
practicing physicians acknowledged having visited a pa-
tient’s online profile or that of a patient’s family member (3),
and “Googling” patients (also called “patient-targeted Goo-
gling”) appears to be growing, more commonly among
mental health professionals (4–7), even among those in
training who feel that such searches are “always or usually
unacceptable” (8). Patients and their families (and some-
times other physicians) have reported inappropriate physician

communication with patients online, resulting in disciplinary
proceedings from medical boards (9).

Growing concerns about physician participation in social
media (9) highlight the need for ethical guidelines for ap-
propriate use of social networking sites and related tools.
The American Medical Association has developed policies
regarding professionalism in the use of social media (10) but
no specific ethical guidelines on targeted Internet searches
for information about a patient or a patient’s family mem-
bers. The American Psychiatric Association (APA) has

HIGHLIGHTS

• Internet searches for information about a patient may lead
to unforeseen boundary problems that may adversely
affect the psychiatrist-patient relationship.

• It is advisable to avoid an Internet search if it is motivated
by something other than the patient’s interest.

• It is advisable to obtain consent from the patient before
conducting an Internet search of the patient or family
members.

• Using social networking sites to collect information
about a patient can undermine the patient’s trust in the
physician and damage the physician-patient relationship.

• It is difficult to ascertain the quality of information about
a patient obtained via an Internet search.
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provided some guidance through the Opinions of the Ethics
Committee (11), but published opinions to date have been
limited. There is some indication that physicians find viewing
a patient’s social networking site profile (e.g., Facebook page)
ethically problematic (3).

In the clinical practice of psychiatry, a physician may
consider obtaining information about patients’ social media
activity (12). Often these inquiries may be initiated by the
patient, who may request that the physician review the pa-
tient’s Facebook page or, as described in the New York
Times, invite a physician to Google the patient’s name to see
the patient’s artwork (13). When considering whether it
would be appropriate to seek, review, or otherwise deal
with social media data about one’s patients (which in-
cludes the patient’s family members), a consideration of
the ethical principles associated with professionalism, pru-
dence, and fiduciary relationships can be helpful.

For example, the APA’s Ethics Committee has suggested
that such activities be undertaken only in the service of the
patient and the patient’s needs and not undertaken out of
curiosity or other motivation on the part of the physician (11,
14). Similarly, Googling a patient might be appropriate in
emergency settings (15) but might be inappropriate in the
course of a psychotherapy relationship. The purpose of the
activity and its impact on patient care are paramount con-
siderations (11, 12).

ISSUES TO CONSIDER

A psychiatrist intending to conduct an Internet search of
patients or their relatives should reflect on the issues out-
lined below.

Quality of Data
The quality of data that one obtains via the Internet is highly
variable. Anyone seeking information on the Internet needs
to be aware that information can be posted by almost anyone
and under such multitudinous circumstances that each item
of information needs to be assessed carefully for its re-
liability and authorship (14). Most physicians are aware that
negative reviews can be posted about them by people who
are not patients associated with their practice.

Nonetheless, there are some potential benefits from
seeking out information via the Internet. Appelbaum and
Kopelman (16) and others (4, 15) have noted that it may be a
useful source of collateral information. For example, evi-
dence suggests that many individuals (particularly adoles-
cents and young adults) are remarkably open about mental
health symptoms on social media (17, 18). Appelbaum and
Kopelman (16) also endorsed the possibility that research
might be conducted via the Internet, although concerns
about informed consent and protection of human subjects
(12), as well as the quality of data utilized for research, re-
main prominent.

DeJong et al. (19) have noted several problems with data
acquired via the Internet, including lack of nonverbal cues,

the context of the narrative, the fact that the context may be
fluid or changing, the fact that Internet data are often posted
with little reflection and represent impulsive communica-
tions, that people may be using the Internet to role-play (also
noted by Appelbaum and Kopelman [16]), and that other
important information may be totally lacking. Another
concern is the possibility that Internet data linked to a par-
ticular name may be related to an individual other than the
patient (20). If the patient’s name is common, searching for
additional identifiers (e.g., a unique e-mail address) may be
helpful (21).

If the psychiatrist keeps in mind the limitations of In-
ternet- and social networking–based data, this information
can be useful in supplementing traditional sources of clinical
information, provided it is gathered and interpreted with
the patient’s best interests at heart.

Special considerations may arise in the context of a
forensic evaluation (4, 21, 22). Researchers have noted
the existence of Web sites containing mug shots and
sex offender registries (15). Finding an evaluee’s name on
such a list may help to establish important areas for in-
quiry in the forensic assessment or further research.
Similarly, checking a criminal database, such as ordering
a Bureau of Criminal Investigation search, may be ap-
propriate in forensic evaluations in which the psychia-
trist needs more information to inform an assessment of
dangerousness.

Before relying on any information obtained through a
targeted Internet search, however, the psychiatrist should
make reasonable attempts to corroborate the informa-
tion (11).

Boundaries, Including Conflicts of Interest
The Internet and social media have contributed to a “blur-
ring of boundaries between social and professional spheres”
(16) that can pose special ethical challenges for psychiatrists
and other mental health professionals. In the traditional
setting of care, evaluation and treatment occur within the
confines and context of a private conversation between the
psychiatrist and the patient. In some circumstances, a pa-
tient may allow the physician to exchange information with
important third parties, such as close relatives. However,
boundary issues may arise when communication with third
parties is conducted through electronic means (e.g., via in-
stant messaging software or videoconferencing chats). Pro-
viders should be extremely careful in those circumstances
with respect to HIPAA rules and technological safe-
guards (23).

Many individuals use privacy tools on social networking
sites, such that only one’s “friends” or persons categorized as
“friends of friends” may view content posted on a person’s
profile. Sending a patient a “friend request” in order to gain
access to this more personal information arguably repre-
sents a departure from traditional clinical ethics and should
be avoided unless compelling circumstances justify such a
drastic boundary crossing.
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People may embrace different values with regard to an
investigation of their presence in social media and on the
Internet (24, 25). Some patients might assume that a treating
psychiatrist will review their Facebook page and other In-
ternet presence, whereas others may be quite offended by
such an action. In the absence of an emergency, it would
likely be inappropriate for a treating physician to conduct an
Internet search on a patient without the patient’s informed
consent to the search. Asay and Lal (26) and Tumolo (5) have
opined that it might be extremely useful in building a ther-
apeutic relationship with the therapist or physician to in-
quire about Internet and social media activity, particularly
with adolescents. Others have cautioned that pecuniary
motivations, voyeurism (12, 20), clinician bias development
(20, 27), and other negative motivations need to be examined
(28). Among graduate students in counseling and psychol-
ogy, trainees who performed targeted online searches for
client information indicated that curiosity was the most
common reason for the search (29). Other studies have
found that psychiatrists and other mental health profes-
sionals have also participated in Internet searches of their
patients motivated by curiosity.

When an Internet search on a patient is unnecessary, such
a search may lead to unforeseen boundary problems that may
adversely affect the psychiatrist-patient relationship (30, 31).

Clinton et al. (12) have provided an illustrative clinical
vignette involving a psychiatrist whose patient claims to be
unable to pay his bill. The psychiatrist looks up the patient’s
address on Google Maps, discovers it to be a mansion in
a wealthy neighborhood, and confronts the patient about
it. As it turns out, the patient is renting a small room in
the building in exchange for performing manual labor on
the property, and the confrontation severely damages the
doctor-patient relationship. The vignette illustrates the
complexity of boundary problems that might arise in relation
to Googling a patient or researching the patient online.

Kolmes and Taube (7) suggest that patient-targeted
research on social media could help mental health profes-
sionals to determine the social proximity of a patient with-
out compromising the patient’s privacy or confidentiality.
Through tools such as Facebook, for example, it may be
possible to find reassurance that one’s patient is not within
one’s own social circle without, for example, mentioning
the patient’s name to a colleagues or friends. In this respect,
patient-targeted Internet searches could be used to identify
potential future boundary problems. This does not, however,
address the problem of what happens should the mental
health professional come across sensitive information about
the patient in the course of the search.

Safety and Liability
In the event of an emergency or other safety issue, the In-
ternet may be a useful tool (32). One of the earliest reports in
the literature about researching patients online described a
case in which an undisclosed previous suicide attempt was
discovered when the resident writing a clinical note decided

to Google the patient and found a news item about the pa-
tient’s serious attempt several months earlier (15). In the
case of an unresponsive or uncooperative patient (e.g., cat-
atonia), searching the patient’s Internet presence or social
media activity may enable clinical staff to locate the patient’s
relatives for information about drug allergies and current
medications (18). Internet and social media data may also
allow the clinician to identify the need for emergency as-
sessment or treatment, such as when the psychiatrist is in-
formed that a patient has posted content online that suggests
homicidal or suicidal ideation (30, 33). There may also be
legitimate safety considerations for performing an Internet
search for clinical data about a patient, such as when the
psychiatrist hopes to confirm suspected relapse of substance
abuse in a recalcitrant patient (20). In all emergency situa-
tions necessitating an online search, the psychiatrist must be
aware of the limits of the search and should stop the search
once the information being sought is obtained.

Information associated with the patient via social media
may aid a physician in complying with a Tarasoff-type duty.
For example, if the patient discloses an intention to harm
his girlfriend, but the psychiatrist knows only the girl-
friend’s first name, examining the patient’s Facebook profile
might reveal her full name and possibly even her contact
information.

Before conducting a search of social media or other In-
ternet content for information about a patient, the psychia-
trist should be familiar with all applicable laws regarding
mandated reporting (14), such as for suspected child abuse
or neglect.

Some types of searches may be expected from the
standpoint of safety and liability. In many jurisdictions,
physicians are required to check a state-sponsored database
(prescription monitoring programs or prescription drug
monitoring programs [PDMPs]) when prescribing certain
controlled substances, so as to be aware of all controlled
medications the patient is accessing through different phy-
sicians. Furthermore, in most jurisdictions with PDMPs, it
is presumed that a physician will check the PDMP database
regularly rather than relying solely on patient self-report.

Many areas have electronic health information exchange
(HIE) programs that facilitate clinical information sharing
among various treatment providers. HIEs are electronic
networks accessible by health care professionals, and pa-
tients typically control which providers are able to access
their health information through the HIE. In areas with
centralized HIEs, conducting some patient-directed re-
search through the exchange may be an expected step in
prudent clinical practice, not a boundary violation. The
central repositories in HIEs are often useful for medication
reconciliation, among other clinical tasks.

Similarly, many patients have adopted electronic personal
health records, which are often linked through secure pa-
tient portals to portions of the electronic health record or
electronic medical records maintained by medical profes-
sionals (34).
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Confidentiality and Privacy
If a psychiatrist locates information about a patient and
needs to communicate with the patient or third parties (such
as the patient’s family or other treating clinicians) about the
content of this information, utmost caution should be exer-
cised with respect to the patient’s privacy and confiden-
tiality. For example, copying and forwarding a direct-link
URL to a patient’s social media information in an unsecured
e-mail message to the patient’s primary care physician
would not be an ideal means of sharing clinical information
about the patient. Similarly, if the psychiatrist is engaged in
academic research and encounters relevant data online in
personal information (e.g., disclosures of abuse or suicidal
ideation), such data should be deidentified to the maximum
extent possible in any publications and presentations, even
if the individual who posted the material did not appear to
make extensive use of the Web site’s (or application’s) pri-
vacy tools (24).

If the psychiatrist performs an Internet search on a pa-
tient and finds publicly available information that may sub-
sequently harm the patient, such a discovery might warrant
a discussion with the patient about the importance of pro-
tecting one’s privacy online. For example, an adolescent
patient or an adult patient with bipolar disorder in a manic
state might not exercise caution in protecting personal in-
formation through the use of a Web site’s privacy tools.
Patients may not consider the likelihood that employers and
others might easily access such information; in some cases, it
might be appropriate for the psychiatrist to initiate such
discussions with patients (20). An oft-cited study of bloggers
found that individuals who post content online often have a
very specific, limited audience in mind for the material (35).
Those who post personal information online often assume,
albeit wrongly, that they enjoy some measure of privacy for
this material (36), even when privacy controls are not used.

McNary (33) noted the difficult ethical dilemmas that
may arise, for example, if a psychiatrist’s search yields in-
formation suggesting that a patient receiving disability
benefits is malingering. Similarly, if a psychiatrist finds a
patient’s (or a patient’s friend’s) statements online to be
acutely suicidal, does he or she have an ethical or moral
obligation to attempt to help the patient or third party, even
if it might increase his or her own risk of liability?

Several commentators have raised the question of
whether data found through patient-targeted Googling
should be added to the patient’s medical record (12, 33). It is
also important to consider whether one should disclose the
search to the patient, and if so, how to appropriately do so.

Professionalism
Psychiatrists should be aware that their own social media
and Internet presence may become of interest to their pa-
tients. Maintaining a professional Internet presence requires
skill and attention (28). Some have argued that patients
should not be allowed to “friend” or “like” a physician’s
personal Facebook account but that allowing patients and

their families to follow the doctor’s professional account
(e.g., the hospital’s Facebook feed) may be useful. However,
the risk of befriending a patient on Facebook includes the
temptation to subsequently explore or research the pa-
tient’s Facebook information and postings.

Speaking directly with patients is a standard aspect of
most clinical medicine. Volpe et al. (37) suggested that
conducting digital research on a patient could be used in-
appropriately as a means of bypassing the personal re-
lationship and direct communication between the clinician
and the patient. Several commentators have noted that us-
ing social networking sites to collect information about pa-
tients can undermine the patient’s trust in the physician
and damage the physician-patient relationship in ways that
may be harmful to the patient’s future well-being (12, 28, 29,
31, 38). Such searches may signify a psychiatrist’s lack of
trust in the patient or a desire to find a shortcut or work-
around for important clinical responsibilities, such as direct
and open communication with the patient.

RECOMMENDATIONS

Except in emergencies, it is advisable to obtain a patient’s
informed consent before performing an Internet or social
media search for information about the patient or the pa-
tient’s family and significant others.

The psychiatrist should identify the thought process be-
hind the impulse to perform a search and should clarify
how the search might help the patient. When a search is
motivated by something other than the patient’s best inter-
ests (e.g., the psychiatrist’s curiosity), it is advisable to avoid
performing the search.

Technology should be used in a way that respects bound-
aries and confidentiality (19), and any information obtained
through patient-targeted Googling or other targeted Internet
searches should be handled with sensitivity regarding the
patient’s privacy.

The psychiatrist should consider how the search might
influence the clinician-patient relationship, possible risks or
benefits of a search, and whether it might advance or com-
promise treatment.

When interpreted with caution, Internet- and social
media–based information may be appropriate to consider in
forensic evaluations.

CONCLUSIONS

The resource document developed for the APA Ethics
Committee, from which this article is adapted, represents
guidance that is meant to prompt the thoughtful psychiatrist
to examine the implications of targeted Internet searches
of patients (i.e., “Googling patients”). Psychiatrists are en-
couraged to explore their own motivations for, and ethical
issues related to, the Internet search for personal in-
formation about patients. The psychiatrist should clarify the
reason for performing such a search and examine its
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potential outcomes. This guidance is intended to provoke
careful consideration and discussion, and the APA’s Ethics
Committee’s suggestions are not meant to be interpreted as
bright-line tests or rules.
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