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Objective: The author provides an over-
view of the current status of privacy in
psychiatric treatment, with particular at-
tention to the effects of new federal regu-
lations authorized by the Health Insur-
ance Portability and Accountability Act
(HIPAA).

Method: The author reviews the ethical
and legal underpinnings for medical pri-
vacy, including the empirical data sup-
porting its importance; discusses those
portions of the new federal regulations
most relevant to psychiatric practice; and
suggests steps that psychiatrists can take
to maintain their patients’ privacy in the
new environment.

Results: Medical ethics and law, in keep-
ing with patients’ preferences, tradition-
ally have provided strong protection for
the information that patients communi-
cate while receiving medical care. In gen-
eral, release of information has required
patients’ explicit consent. However, limita-
tions of the consent model and technolog-
ical innovations that permit the aggrega-

tion of computerized medical information
have led to pressure for greater access to
these data. Although the new federal reg-
ulations offer patients some additional
protections (including security for psycho-
therapy notes), they also mark a retreat
from reliance on patient consent and
open up records to previously unautho-
rized uses, among them law enforcement
investigations and marketing and fund-
raising by health care organizations. How-
ever, states retain the power to provide
higher levels of protection.

Conclusions: The new regulatory envi-
ronment is less friendly to medical pri-
vacy but still leaves a great deal of discre-
tion in physicians’ hands. A commitment
to protecting privacy as an ethical norm
can be advanced by psychiatrists’ request-
ing patients’ consent even when it is not
required, by ensuring that patients are
aware of the limits on confidentiality, and
by avoiding unnecessary breaches of pri-
vacy in the course of providing psychiatric
care.

(Am J Psychiatry 2002; 159:1809-1818)

A long distance truck driver with a clean driving
record is fired after his health insurance company in-
forms his employer that he sought coverage—which
the insurer denied—at an alcohol treatment clinic (1).

Newspaper accounts report that a health mainte-
nance organization (HMO) with more than a million
members has made computerized medical records of
patients, including notes of psychotherapy sessions,
available to all clinical personnel at every site (2). Af-
ter the disclosure, psychotherapy notes are with-
drawn from the computerized system.

A major university medical center discloses that
thousands of patient records have been posted in er-
ror on its publicly available web site. Officials believe
the records were available for 2 months before the
mistake was discovered (3).

Evacy of communications between patients and physi-
cians has long been a cornerstone of medical treatment.
Since the Hippocratic Oath enjoined physicians not to tell
of those things that “should not be published abroad” (4,
p. 5), doctors and their patients generally have assumed
that they could communicate in confidence the informa-
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tion necessary to conduct medical care. That has been
particularly important in psychiatry, where the ability of
patients to convey potentially embarrassing information
is essential for accurate diagnosis and effective treatment.
Although exceptions to the privacy of medical information
have always existed, they were relatively circumscribed
and seemed to reinforce, rather than undermine, the gen-
eral rule.

In recent years, however, the assumption that medical
information will remain a private matter between patients
and physicians has been challenged by a series of changes
in how medical records are kept and in the nature, over-
sight, and financing of medical practice. These changes
include the formulation of a team approach to patient
care (5), requirements for reporting behaviors such as
child and elder abuse, aggressive government monitoring
of care financed by public payers (6), demands by private
insurers and managed care companies for access to pa-
tient records before authorizing payment (7), and the
rapid computerization of medical record keeping, accom-
panied by the development of the Internet (8). Both the
popular media and the professional literature evidence
the resulting sense of unease about the potential loss of
privacy of medical information (9, 10).
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These concerns about the privacy of data generated in
medical encounters, along with a growing recognition of
the value of medical records for commercial, research, and
governmental purposes, have combined to create a rap-
idly changing regulatory environment. Physicians and pa-
tients alike now face profound perturbations in the rules
that have governed the disclosure of medical information.
To clarify the current situation—with particular attention
to psychiatric practice—this paper reviews the ethical and
legal underpinnings of medical privacy and the sources of
pressure for change, offers an overview of new federal reg-
ulations that are likely to alter profoundly many aspects of
medical privacy, and provides suggestions to psychiatrists
both for maintaining their patients’ privacy in the new en-
vironment and for political and other initiatives that may
mitigate the regulations’ negative impact.

The Underpinnings of Medical Privacy

Privacy, as used in this discussion, is the interest that
persons have in maintaining control of information about
them; medical privacy refers specifically to information
concerning persons’ medical conditions. Confidentiality,
a term that often is used interchangeably with privacy,
refers more narrowly to the obligation to maintain privacy
assumed by someone who enters into a relationship marked
by the promise that information that is disclosed will not
be revealed to others.

Ethical Underpinnings

What accounts for the long-standing tradition in medi-
cine of protecting patients’ privacy? Medical ethicists point
to two deep-seated ethical rationales. The justification
most commonly offered is a consequentialist or utilitarian
one: if patients are to provide the information required for
physicians to diagnose and treat them effectively, they
must trust that their physicians will not disclose those data
to third parties (11). In the absence of some guarantee of
privacy, patients will either avoid coming for care, or if they
do come, will withhold information necessary for treat-
ment. This rationale seems particularly potent in psychia-
try, where the information elicited from patients includes
symptoms, behaviors, thoughts, and affects that might
cause embarrassment, stigma, and discrimination were
they to become generally known.

Consequentialist justifications can be susceptible, at
least in principle, to empirical testing. Surveys of patients
and of the population at large have confirmed that most
people value highly the privacy of their medical informa-
tion. For example, a recent Gallup survey conducted for the
Institute for Health Freedom found that 78% of respon-
dents felt that the confidentiality of their medical records
was very important (12). As a corollary, there was strong
opposition to giving nonmedical groups access to medical
records. Thus, 95% of respondents opposed banks’ having
access to their records; 92% felt similarly about govern-
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ment agencies; 84% opposed access by the police, lawyers,
or employers; and 82% opposed insurance companies’
seeing their records without their consent. Studies of psy-
chiatric (13, 14) and other mental health patients (15, 16)
have revealed similar attitudes.

In keeping with utilitarian theory, those advocating a
consequentialist basis for privacy must show that, in its ab-
sence, medical care would not be provided as effectively,
i.e., that patients would withhold information from their
caregivers or decline to come for treatment altogether. Al-
though this argument seems self-evident to many privacy
advocates, few attempts have been made to support this
reasoning empirically, and the results have been mixed. A
survey sponsored by the California Health Foundation re-
vealed that 15% of a national sample reported doing some-
thing out of the ordinary to protect their medical privacy,
including not seeking care and giving inaccurate or incom-
plete information (17). Probably the strongest data exist for
adolescents, 25% of whom in one study said they would
forego care if they thought their parents might find out
(18). Another study of 2,224 high school students showed
that those who perceived that their communications with
physicians were confidential were more likely to have had
pelvic exams and to have discussed sexual behavior and
substance abuse with their doctors (19). On the other
hand, 8% of respondents in that study reported that they
actually had foregone care because of a fear that their par-
ents would learn about their treatment.

Studies of mental health treatment have yielded mixed
results, but often because the methods used were less than
optimal. Some studies utilizing nonclinical samples (e.g.,
university students) found that varying the level of assur-
ance of confidentiality did not affect the amount of infor-
mation disclosed in an interview (20, 21), although other
studies reached contrary conclusions (22). The relevance
of these studies to real-life settings, however, is question-
able. In the only two studies of this sort to examine patients
currently receiving mental health treatment, when a vari-
ety of limitations on confidentiality were described, will-
ingness to disclose and actual disclosure of information
were reduced (23, 24). Overall then, although there are data
suggesting that patients in mental health settings are simi-
lar to those in general health settings in the extent to which
their disclosures may be negatively impacted by a lack of
privacy, the number of studies is small and the data are not
robust. Nonetheless, belief remains strong in the field that
potential adverse effects on treatment constitute the stron-
gest rationale for protection of patients’ privacy.

Some students of medical privacy, however, impelled in
part by the relative paucity of data supporting consequen-
tialist justifications—especially in psychiatric treatment—
have suggested that a second ethical argument be consid-
ered. They argue that medical privacy can better be justi-
fied by using what ethicists refer to as a deontologic ap-
proach, i.e., considering privacy as a good in itself, rather
than seeing its value only in the positive effect it may have
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on patients’ health (25, 26). Most often, the role of privacy
in advancing individual autonomy is identified as the ba-
sis for this claim. One commentator speaks of the “insula-
tion that privacy provides so that as self-conscious beings
we can maintain our self-respect, develop our self-esteem,
and increase our ability to form a coherent identity and set
of values, as well as our ability to form varied and complex
relationships with others” (27, p. 213).

Although a deontologic argument for medical privacy
can be applied to medical care in general, it probably works
best for psychotherapy per se. The ability to speak freely
with another person about one’s innermost thoughts, fears,
and passions is clearly dependent on the belief that one’s
revelations will go no farther. Creating a space within which
this sort of dialogue can occur is likely to facilitate the
conscious exploration of alternative modes of thought and
behavior on which truly autonomous functioning rests. A
society like ours, built on the premise that individual auton-
omy ought to be encouraged, should be receptive to the
claim that protecting the privacy of the psychotherapeutic
relationship carries positive social value. Indeed, insofar as
psychiatrists deal largely with conditions that often impair
autonomous function, the same argument might be ad-
vanced for psychiatric treatment in general.

The practical import of these ethical arguments is the
widespread acceptance among members of the medical
profession of the principle that physicians owe patients a
duty of confidentiality, unless patients release them from it
by offering consent for the disclosure of information. Em-
bodied in the American Medical Association’s Principles of
Medical Ethics is the admonition that “[a] physician...shall
safeguard patient confidences within the constraints of the
law” (28, p. 2). The American College of Physicians, repre-
senting the nation’s internists, is still more explicit: “To pro-
tect patient confidentiality, information should only be re-
leased with the written permission of the patient or the
patient’s legally authorized representative” (29). Similarly,
the American Psychiatric Association’s Annotations to the
AMA’s Principles holds that “[a] psychiatrist may release
confidential information only with the authorization of the
patient or under proper legal compulsion” (28, p. 6). The
medical profession’s ethical commitment to protecting pri-
vacy seems clear. However, since the boundaries of the
profession’s ethical duties appear to be circumscribed by
the law, the parameters of legal protection for medical in-
formation assume particular significance.

Legal Underpinnings

Legal protection of medical privacy is a much more re-
cent and fragmentary phenomenon than many people sup-
pose. The law’s first foray in this area was aimed at prevent-
ing the courts from compelling disclosure of information
that physicians obtained in their attendance on patients.
Abandoning the common law rule that the courts had the
right to every person’s testimony, New York in 1828 passed
the nation’s first statute establishing a physician-patient
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testimonial privilege. Under the privilege, patients had the
right to prevent their physicians from testifying in regard to
any information patients may have communicated in the
course of treatment. In the century that followed, many
states emulated New York, passing privilege statutes of their
own (30). However, the courts were often hostile to medical
privileges, since they were seen—not unreasonably—as
complicating the adjudicatory process. Given that these
privileges were usually defended on consequentialist
grounds—i.e., as necessary to encourage patients to seek
medical care—they were also susceptible to attack on the
basis that patients with significant illnesses would pursue
treatment regardless of whether a privilege existed, because
patients typically did not need to communicate sensitive
information to obtain medical care. By the mid-20th cen-
tury, physician-patient privileges began to fall from favor,
although they still exist in many jurisdictions.

As enthusiasm for physician-patient privileges declined
in the second half of the 20th century, there was a con-
comitant rise in the number of states creating privileges
designed specifically to cover mental health treatment, of-
ten denominated psychotherapist-patient privileges. To-
day, every jurisdiction in the United States offers some sort
of privilege for treatment by mental health professionals,
by no means limited to psychotherapy (31). Often riddled
with exceptions (which may include, for example, testi-
mony related to criminal offenses, child custody, and child
abuse and testimony in cases in which patients have
based a legal claim on some aspect of their mental state),
these statutes nonetheless provide some real protection
for patients. In 1996, the U.S. Supreme Court, exercising
the discretion afforded it in the Federal Rules of Evidence,
gave judicial recognition to a psychotherapist-patient
privilege for the federal courts (31). The Court’s decision in
Jaffee v. Redmond offered strong support for privacy in
psychotherapeutic treatment: “The psychotherapist privi-
lege serves the public interest by facilitating the provision
of appropriate treatment for individuals suffering the ef-
fects of a mental or emotional problem. The mental health
of our citizenry, no less than its physical health, is a public
good of transcendent importance” (31). Although the pre-
cise dimensions of the federal privilege will be determined
by subsequent cases, it is worth emphasizing that it is
likely to cover mental health treatment in general, rather
than being limited to psychotherapy per se (32).

Parallel to the growth of privileges for treatment by
mental health professionals has been the development of
state statutes regulating the circumstances under which
medical information can be disclosed to others besides
the courts. These statutes create a patchwork of regula-
tion, often focused on particular disorders, such as AIDS,
or on diagnostic information, such as genetic testing (33).
Forty-five states and the District of Columbia have statutes
specifically addressing release of mental health informa-
tion (34). Although their provisions vary greatly, many
statutes address the criteria for a valid consent to release
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of information, specify when information can be disclosed
to other health professionals and to family members who
may be involved in patients’ care, and enumerate the cir-
cumstances under which access to data is allowed for
other purposes, including research, public health needs,
and quality improvement efforts (34).

While state legislatures were limiting the circumstances
in which medical information can be disclosed without
patients’ consent, state courts were recognizing causes of
action under which patients who were harmed by unau-
thorized disclosures could obtain appropriate compensa-
tion. A typical case, echoing decisions in other jurisdic-
tions (e.g., references 35-37), is Alberts v. Devine, a 1985
decision of the Massachusetts Supreme Judicial Court
(38). Alberts, a minister who had sought psychiatric treat-
ment from Devine, lost his pulpit when the psychiatrist
acquiesced in the request of Alberts’s superiors and re-
vealed the nature of his condition to them. The court held
that patients have “a valid interest in preserving the confi-
dentiality of medical facts communicated to a physician
or discovered by the physician through examination.”
Hence, “a violation of that duty [of confidentiality], result-
ing in damages, gives rise to a cause of action sounding in
tort against the physician” (35). Not only was Devine liable
to compensate Alberts for the harm he suffered, but Al-
berts’s superiors, who had induced Devine to violate his
duty, were held liable as well. Like the other courts that
have ruled in this area, the Massachusetts court recog-
nized exceptions to the requirement of confidentiality
when a danger existed to third parties or when disclosure
was otherwise required by law.

To this point, the focus has been largely on state law and
regulation, since until recently the federal government left
regulation of medical privacy largely to the states. One im-
portant exception is embodied in the Public Health Service
Act, which establishes special protections for the records of
patients who receive treatment for alcohol or drug abuse in
federally supported, specialty treatment programs (39).
The resulting regulations strictly limit disclosure without
the patient’s consent to situations in which an emergency
exists, a crime has been committed at the program, infor-
mation has been obtained relating to child abuse, a court—
applying a set of criteria that includes balancing the bene-
fits and harms of disclosure—orders release, and a small
number of other circumstances (40).

In sum, the impact of law on medical privacy by and
large has been complementary to the thrust of the medical
profession’s ethical codes. Although there are a number of
discrete exceptions, often involving a risk of harm to third
parties (e.g., child abuse) or the superordinate needs of the
courts, physicians have been obliged to respect patients’
medical privacy. Patient consent has been the sine qua non
required for disclosure of information, and physicians can
be subject to civil actions, licensure proceedings, and,
sometimes, criminal penalties for violation of that rule.
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Pressure for Change

From where have the pressures come to alter these tra-
ditional approaches to the protection of patients’ medical
privacy? In part, there has been greater recognition in re-
cent years of the limitations of the consent-based model.
With medical care increasingly being rendered by large
entities, rather than restricted to the physician-patient
dyad, a growing number of caregivers and support staff
gained access to patients’ records. In 1982, internist Mark
Siegler declared confidentiality “a decrepit concept,” as he
documented how as many as 100 people in his university
hospital might have a legitimate need to examine a pa-
tient’s medical record (5). During the intervening two de-
cades, with outpatient care increasingly rendered in
HMOs or large group practices, a similar effect has been
seen for ambulatory care records. Since obtaining pa-
tients’ consent each time someone other than their physi-
cians accesses their records is impractical, many health
care facilities have begun obtaining blanket consent for all
staff to view patient records, or simply have assumed that
patients acquiesced in staff members’ having access,
when that was necessary for their care. In these settings,
the traditional model of consent for each disclosure fell by
the wayside.

The number of people with access to patients’ records
was further magnified with the growth of third-party pay-
ers in the mid-20th century and the development of man-
aged care in the late 1980s and 1990s. Tighter manage-
ment of authorizations for payment, with the goal of
holding down medical costs, often involves requests for
large amounts of patient information—including entire
medical records—as part of managed care companies’ uti-
lization review procedures (7). Although patients may be
asked for consent, either at the inception of treatment or
at the time the information is requested, they generally
feel that they have no genuine choice about releasing in-
formation, since insurance coverage for their care is de-
pendent on their agreement (41). Once the information is
in the companies’ hands, these entities are not bound by
the traditional duties that have attached to physicians
and, by extension, the facilities in which they deliver care.
Thus, insurers and managed care companies have been
free to transfer medical information to insurance industry
databanks (42), pharmacy benefit management compa-
nies (43), or even patients’ employers (44), without limits
on further redisclosure.

At the same time that these developments were calling
into question the efficacy of a consent-based approach,
technological advances opened up new possibilities for
the use of medical data. An influential 1991 report by the
Institute of Medicine endorsed the adoption of computer-
ized medical records as likely to improve the quality of
care, advance medical science, lower health care costs,
and enhance medical education (45). Just 3 years later, an-
other Institute of Medicine panel enthusiastically sup-
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ported the development of regional health data organiza-
tions that would aggregate medical information from all
encounters of every patient, a process that would be
greatly facilitated by computerized record systems (46).
Among the uses that were envisioned for the resulting data
were identifying patterns of illness and unmet needs; doc-
umenting inappropriate, wasteful, or harmful services; lo-
cating “cost-effective care providers”; and improving the
quality of care—although the committee recognized that
the very existence of easily accessible data of this sort
would inevitably generate additional unanticipated re-
quests for access. The Clinton administration’s unsuccess-
ful proposal for health care reform adopted this vision,
embracing a national network of databases that would
track every health care encounter (33).

If fully implemented, a web of computerized record sys-
tems feeding into a network of regional data banks would
create what its proponents referred to as a “health infor-
mation infrastructure” (10, 33). Large employers, insurers,
hardware and software makers, law enforcement agen-
cies, and researchers—each for their own reasons—lined
up in support. Although the Clinton health proposal was
defeated, the first steps toward establishing this infra-
structure were taken in 1996, with the passage of the
Health Insurance Portability and Accountability Act
(HIPAA) (Public Law 104-191). Among its provisions, the
bill charged the Secretary of the Department of Health and
Human Services (DHHS) with developing a “unique
health identifier,” a code that would allow each person’s
medical contacts to be aggregated from birth to death.
Some such means of tracking individuals is an absolute re-
quirement for the implementation of a system of regional
or national data banks. (The Clinton administration im-
posed a moratorium on the development of a unique
health identifier in August 1998, until medical privacy leg-
islation was adopted; the HIPAA mandate, however, re-
mains unchanged, and the process can be restarted at any
time [44].)

Since many of the proponents of a health information
infrastructure acknowledged that it would raise substantial
concerns about medical privacy (33, 46), HIPAA required
the Secretary of the Department of Health and Human Ser-
vices (DHHS) to submit to Congress within 1 year “detailed
recommendations on standards with respect to the privacy
of individually identifiable health information.”

The Secretary’s report appeared in late 1997 (47). Recog-
nizing that the traditional reliance on patient consent
would make the goal of a databank network unattainable
and pointing to the existing limitations of consent as a
means of protecting patients’ privacy, the Secretary rec-
ommended, “that the traditional control on use and dis-
closure of information, the patient’s written authorization,
be replaced by comprehensive statutory controls on all
who get health information for health care and payment
purposes” (47).
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Under the DHHS proposal, patients would have lost
control over release of their medical records, with the pro-
cess governed instead by federal regulation. Congress,
which had been trying for several years to pass privacy leg-
islation, found itself caught between advocates of greater
accessibility of medical records and privacy proponents.
Recognizing that it was unlikely to break the logjam, Con-
gress wrote into the HIPAA law a deadline of August 1999
for the passage of comprehensive medical privacy legisla-
tion. If the deadline was not met, DHHS would be empow-
ered to draft binding regulations to accomplish what Con-
gress could not. When Congress failed to pass a bill, DHHS
issued draft regulations in late 1999 (48) and, after an ex-
tended comment period, published final regulations in
December 2000, during the waning days of the Clinton ad-
ministration (49). After a period of reconsideration, the
regulations were formally promulgated by the Bush ad-
ministration in April 2001 (50). Final changes, before im-
plementation, appeared in August 2002 (51).

As the first effort to establish national standards for the
privacy of medical information, these regulations (often
referred to as the “HIPAA regulations” to denote their stat-
utory lineage) are of immense significance. When they go
into effect in April 2003, they will alter the way every phy-
sician deals with patient information and will affect the
privacy rights of all persons who receive medical care.
Moreover, far from codifying existing practice, the new
rules will effect substantial changes in the handling of
medical record information, limiting access without pa-
tient consent in a few areas, but broadening it beyond
current bounds in a number of others. The regulations re-
flect the pressure that has been growing over the past de-
cade to sacrifice individual control over medical data in
favor of the purported social benefits of easier access to
that information.

The New Federal Regulations

The privacy regulations themselves take up 31 pages of
small print in the Federal Register; an accompanying offi-
cial commentary occupies another 336 pages (49), with
additional changes adding to the mass of detail (51).
Rather than attempting to summarize this complex regu-
latory structure in its entirety, this section focuses on
those elements of the regulations that are likely to be of
greatest concern to psychiatrists. Broader summaries are
beginning to appear (52), and interested readers are en-
couraged to review the regulations themselves in prepara-
tion for the changes they will bring.

Who must comply with the new rules? Under the terms
of HIPAA, DHHS was authorized to write regulations that
apply to health plans (e.g., insurers, HMOs, self-insurance
programs), health care clearinghouses (i.e., entities that
process health information), and health care providers
who transmit any health information in electronic form.
The latter is interpreted broadly to include submission of
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claims, processing of bills, and transmission of other pa-
tient-related information. Indeed, even practitioners who
do not use computers themselves, but who contract with
billing services that transmit information electronically
would be covered by the regulations (49, p. 82476). For
now, it appears that clinicians who make no use of elec-
tronic transmission of data and contract with no other en-
tities to do so on their behalf are exempt from the provi-
sions of the HIPAA rules. As electronic submission of
claims becomes routine, this group is likely to shrink con-
siderably. Almost all the entities affected by the regula-
tions (with the exception of small health plans, which have
an extra year) have been given until April 14, 2003, to come
into compliance with their terms.

Use and Release of Information for Treatment,
Payment, and Health Care Operations

The rules governing use and release of individually
identifiable information under the regulations differ ac-
cording to the purposes for which the information is being
used or disclosed. For those functions most closely related
to the delivery of health care—denoted “treatment, pay-
ment and health care operations”—holders of health in-
formation need no longer obtain consent from their pa-
tients, though they can if they choose to (51, p. 53268).
Instead, they are authorized by the regulations themselves
to use and disclose the information, with few exceptions.
Under these provisions, other caregivers, disease manage-
ment companies, pharmacy benefit managers, utilization
reviewers, quality improvement consultants, and many
others will receive identifiable information without pa-
tient consent or knowledge. The regulations do require
that covered entities make good-faith efforts to provide
notice of their information policies to patients the first
time service is rendered and to obtain patients’ written ac-
knowledgment. According to DHHS, this provision is de-
signed in large part to offer patients an opportunity to ask
questions about and discuss the information practices of
those to whom they will be revealing health-related infor-
mation. But the entities’ ability to disclose such informa-
tion is not dependent on patients’ agreement; indeed, the
regulations authorize such disclosure even over patients’
specific objections.

This approach to use of health information, which ne-
gates the traditional reliance on patient consent, was ini-
tially proposed in DHHS Secretary Shalala’s report in 1997
(47) and was reflected in the draft regulations issued by the
Clinton Administration in 1999 (48). But when the final
version of the Clinton regulations appeared at the end of
2000, they embodied an alternative approach that asked
patients to provide blanket written consent for use and re-
lease of their medical information at the time of enroll-
ment into a health plan or the inception of treatment (49,
p- 82810). The Bush Administration’s decision to reject pa-
tient consent as the basis for disclosure of information was
premised in part on the assertion that the Clinton consent
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requirement provided little meaningful protection for pa-
tients in any event. Clearly, the Administration was also re-
sponding to objections from the health care, pharmacy,
and insurance industries, among others, about the cost
and inconvenience associated with reliance on written
consent. Thus was lost the historic right of patients to con-
trol dissemination of their medical records. This repre-
sents the most profound change in traditional practices
wrought by the HIPAA regulations.

Use and Release of Information
for Other Purposes Requiring Authorization

Except for treatment, payment, health care operations,
and the special categories described in the following sec-
tion, all other uses of identifiable health information re-
quire something that the regulations refer to as the patient’s
“authorization” but that resembles consent as most physi-
cians and facilities are familiar with the term (51, p. 53268).
The authorization forms must indicate the information to
be used or disclosed, the purposes to which it will be put,
and the recipient of the information, and they must contain
an expiration date. Thus, for example, for information to be
disclosed to a patient’s employer for use in a hiring or pro-
motion decision, the patient must provide this kind of writ-
ten authorization. For non-health-care uses that are not
addressed specially elsewhere in the regulations, this provi-
sion offers real protection for patients’ privacy.

Use and Release That Does Not Require Consent
or Authorization

Twelve uses are identified specially as justifying the re-
lease of identifiable health information without patients’
consent or authorization, and generally without their even
being told that disclosure has occurred. Some of these uses
of information are familiar to clinicians and consistent
with current practice, for example, “to avert a serious threat
to health or safety” (49, p. 82817) or to report child abuse or
neglect (49, p. 82814). Other provisions are more problem-
atic. Thus, during litigation, health information can be re-
leased in response to a request for discovery or a subpoena
from an attorney—even one representing a party adverse
to the patient—as long as the attorney provides assurance
that reasonable efforts have been made to notify the pa-
tient of the request (49, p. 82814). The absence of a require-
ment for judicial review of these requests means that, un-
less patients respond quickly enough to block disclosure,
attorneys will be able to obtain medical records of parties
to the case and conceivably of their witnesses as well.

Law enforcement lobbied heavily during the process of
drafting these regulations for greater access to medical
records. In the final version, police officers can be given
access to records on the basis of an administrative request,
without judicial review (49, p. 82815). Disclosure of identi-
fying information and some details of patients’ treatment
can occur in response to a simple inquiry from a law en-
forcement officer for the purposes of “identifying or locat-
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ing a suspect, fugitive, material witness or missing per-
son.” If the police desired to enter a person’s house to
examine their possessions for any of these reasons, they
would be required to obtain a search warrant from a mag-
istrate and to demonstrate probable cause that the search
will discover information related to the crime. However,
under the HIPAA regulations, police can search medical
records without ever having to step before a judge to dem-
onstrate the reasonableness of their request. Separate pro-
visions permit disclosure to national security agencies and
the Secret Service that go well beyond current practices;
the Secret Service, for example, has gone to great lengths
to train its agents to work within the limits imposed by
state law and requirements for patient consent (53), but
the regulations would free them of that burden.

Fundraising also constitutes an exception to the usual re-
quirements for consent or authorization (49, p. 82820).
Holders of health information can disclose to other entities
that are assisting them in raising funds the identity of their
patients, demographic information, and the dates that
health care was provided. This can be particularly problem-
atic for patients treated in psychiatric or other specialized
facilities, where identification of the locus of treatment in-
dicates the nature of the patient’s condition. A similar ex-
emption exists for disclosure of information for the purpose
of marketing services delivered by the facility that originally
treated the patient (49, p. 82819). A set of complex rules gov-
erns marketing by health care providers and health plans,
requiring authorization if information is being sold for mar-
keting purposes, but allowing information to be used for
many forms of marketing by the information holders them-
selves and their business associates (51, p. 53267).

Access to medical records for research purposes was a
contentious issue as the regulations were being formu-
lated. Researchers, particularly those using existing data
bases, objected to the possibility of being required to ob-
tain consent from every person whose data they wished to
access (54, 55). In response, DHHS allowed the require-
ment for authorization for research use to be waived by an
Institutional Review Board constituted according to the
federal Common Rule that governs most research in this
country, or by a privacy board set up specifically for the
purpose (49, p. 82816; 51, p. 53270). The criteria largely re-
flect current practices, including a demonstration that the
research presents no more than a minimal risk to subjects
and could not be practicably carried out without the
waiver. This represents a reasonable accommodation of
the interests of both researchers and patients (56).

Use and Release of Psychotherapy Notes

Of particular interest to psychiatrists, psychotherapy
notes have been given protections by these regulations
that were not afforded to any other medical records (49, p.
82811). Psychotherapy notes cannot be released, with a
small number of exceptions, without the explicit authori-
zation of the patient. Moreover, neither treatment nor
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payment by insurers can be conditioned on release of psy-
chotherapy notes. This provision reflects a recognition by
DHHS that the information contained in psychotherapy
notes is likely to be qualitatively different from that found
elsewhere in the medical record. In the preamble to the
regulations, DHHS specifically cites the rationale of the
U.S. Supreme Court’s decision in Jaffee v. Redmond (31) as
motivating its treatment of this issue.

Although these extra safeguards for psychotherapy
notes will be welcomed by most therapists, they are not
quite as sweeping as they seem at first blush. In order to
qualify for this protection, the notes in question must be
kept separate from the patient’s medical record, requiring
a second chart in many cases. Excluded from protection
are information about medication prescription and moni-
toring, start and stop times, modalities and frequencies of
treatment furnished, results of clinical tests, and summa-
ries of diagnosis, functional status, treatment plan, symp-
toms, prognosis, and progress to date. Thus, a great deal of
sensitive information—for example, most of the informa-
tion routinely collected during an intake evaluation—that
would ordinarily be protected under a psychotherapist-
patient privilege such as Jaffee’s, will not qualify for protec-
tion under this provision. A more effective means of pro-
tecting sensitive psychiatric information would have been
to extend the protections now afforded to psychotherapy
notes to the entire record of psychiatric treatment.

Other Provisions of the Regulations

There are several other aspects of the regulations of
which clinicians should be aware. Patients are granted
fairly sweeping rights to have access to and obtain a copy
of their medical records, except for psychotherapy notes.
Only a small number of exceptions to this general rule ex-
ist, the most significant of them being when “the access re-
quested is reasonably likely to endanger the life or physi-
cal safety of the individual or another person” (49, p.
82823). If patients believe that the information in their
record is inaccurate, they will have the right to request an
amendment to the record. Denials of these requests must
be justified in writing, and patients must be given the op-
portunity to submit a statement of disagreement, which
becomes part of their medical record. Some states already
have patient access provisions similar to these, but this
will be new to much of the country and will create a uni-
form national standard of practice.

As a general rule, when releasing information from a pa-
tient’s record, reasonable effort must be made “to limit
protected health information to the minimum necessary
to accomplish the intended purpose of the use, disclosure,
or request” (49, p. 82805). The primary exception to this
rule is when disclosure is being made to a health care pro-
vider for purposes related to treatment. When a request for
information is made by another entity covered by the regu-
lations, holders of medical records will be permitted to rely
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on the requester’s judgment that the latter has asked for the
minimum necessary amount of information (57).

Along with learning the new rules for disclosure of med-
ical record information, clinicians will have to meet a
number of administrative requirements. Each “provider”—
even a single physician’s office—will need to develop for-
mal privacy policies and procedures and designate a staff
person as a “privacy official” who will receive complaints
from and provide information to patients (49, p. 82826).
All staff members must be trained in these policies, and, as
noted, new patients will need to be provided with a notice
of the relevant privacy practices. Patients have the right to
receive an accounting of all disclosures from their medical
records in the past 6 years, except for those made for treat-
ment, payment, and health care operations, those they
themselves have authorized, and a small number of other
categories. Every provider will need to create and sign
contracts with all business associates who are given access
to identifiable information about patients (e.g., billing and
transcription services, accountants, etc.) binding them to
observe the terms of the regulations—to which, under the
terms of HIPAA itself, they would not otherwise be subject.
Medical societies have expressed considerable concern
about the costs of implementing these provisions, espe-
cially for solo practitioners and small practices. General
medical and specialty groups—including the American
Medical Association and the American Psychiatric Associ-
ation—have begun producing detailed guides for their
members that provide advice on applying the regulations
to their own practices.

Given that extensive state law and regulation already ex-
ist in this area, a final important consideration is how the
federal regulations relate to these rules. As a general mat-
ter, the HIPAA regulations preempt state laws that are less
protective of patients’ privacy, creating a uniform floor of
protection throughout the country (49, p. 82801). States
retain the authority, however, to enforce a higher level of
privacy protection, which means that practitioners will
need to be aware of both the laws in their own jurisdic-
tions and the federal rules. Other state laws that are not
preempted by the regulations include those requiring re-
porting of events of public health significance, such as
child abuse or communicable diseases, and laws relating
to controlled substances. A procedure has been estab-
lished for the Secretary of DHHS to determine whether a
state law is more or less protective of privacy—something
that may not always be clear, for example, when the same
statute is more protective in one area and less in another.

Evolution of the Regulations

Although it appears at this point that the general form
of the regulations will be retained for the indefinite future,
there are likely to be some changes in specifics. DHHS has
indicated that it will issue a set of guidance documents
clarifying some aspects of the regulations and responding
to frequently asked questions; the first of those advisories
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has already appeared (57). In addition, DHHS has the
power to seek additional changes in the regulations,
through its formal rule-making process, on a yearly basis.

More frontal assaults on the regulations have already
begun. Two state medical societies have filed a lawsuit
seeking to block implementation of the regulations, pri-
marily on the grounds that Congress acted unconstitu-
tionally in delegating power to DHHS to fashion these
rules, without providing sufficient guidance (58). There
are also rumblings from various congressional sources re-
garding legislation that would delay implementation or
replace the regulations with statutory guidelines. How-
ever, since DHHS was empowered to enact these regula-
tions only after years of failure by Congress to pass just
such a bill, it seems unlikely that Congress will step back
into this thicket.

Protecting Patient Privacy
Under the HIPAA Regulations

What is the future of patient privacy in psychiatric treat-
ment? The HIPAA regulations, although they take some
positive steps toward greater privacy protection—limiting
sale of medical information and providing greater security
for psychotherapy notes, for example—fall far short of an
optimal balancing of patients’ interests with demands for
access to patient-identifiable data. When the regulations
go into effect in 2003, consent will no longer be required
for disclosures related to treatment, payment, and health
care operations. New avenues for access to medical infor-
mation have been created (e.g., for law enforcement),
while gaps in current protections have been addressed
onlyin part (e.g., disclosures for purposes of marketing) or
not at all. As an example of an area neglected by the regu-
lations, no overt limits are set on the excessive demands of
managed care companies for patient records in their utili-
zation review process (although it is possible that the pro-
vision described earlier for the “minimum necessary” dis-
closure may be helpful over the long run here).

Despite the sweeping nature of these regulations, it is
important to reflect on the ways in which greater privacy
protections can be made available to patients. Perhaps
most crucial is the fact that the HIPAA regulations do not
override state laws that are more protective of medical pri-
vacy. Thus, in states that have case law, statutes, or regula-
tions mandating, for example, patient consent before the
release of medical information, those rules will take prece-
dence over the less stringent federal regulations. States
without such rules will retain the opportunity to adopt
new laws restricting access to medical data. The insurance
and managed care industries and representatives of large
corporations can be expected to continue lobbying Con-
gress to revoke HIPAA's nonpreemption provision, so as to
impose a uniform set of federal regulations on the nation
as a whole. For now, however, more protective state laws
take precedence. Patients, clinicians, and professional as-
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sociations desiring greater privacy safeguards are likely to
direct their efforts toward their state houses.

Moreover, the regulations, which generally permit but
do not require disclosure in the various circumstances
they address, leave a great deal of discretion in the hands
of health care professionals and facilities. Practitioners,
clinics, and hospitals are not precluded from creating pol-
icies of their own that are more protective than the federal
rules, so long as the data are stored locally. They might, for
example, require informed consent before each disclosure
of information, except for routine billing data. Although
the regulations do not require holders of medical informa-
tion to agree to limits on disclosure that are requested by
patients, clinicians retain the discretion to do so. Thus, pa-
tients who are particularly concerned that their psychiat-
ric record not be disseminated beyond their psychiatrist’s
office can negotiate specific limits that, once agreed to,
would be binding on the psychiatrist. Even demands for
information by attorneys, law enforcement, and other en-
tities authorized under the HIPAA regulations to make
such requests need not be acceded to by clinicians with-
out patient consent, unless required by some other law.

An additional safeguard that clinicians can employ is to
discuss with patients at the inception of treatment the
limits on confidentiality of disclosed information. The
new federal regulations, as noted, require that patients be
informed in writing of a practitioner’s or facility’s privacy
policies, but those documents may turn out to be insuffi-
ciently informative for many patients. A clear description
of the foreseeable risks to privacy that might be material to
a patient’s decision to disclose sensitive information and a
willingness to discuss ways of protecting privacy (e.g.,
omitting certain information from the record, or limiting it
to a separate set of psychotherapy notes) could go a long
way toward helping patients understand the privacy risks
they face. Data from several studies suggest that informa-
tion about limits to confidentiality is already the informa-
tion that therapists reveal most frequently to patients at
the start of treatment (59-62), although by no means do all
patients receive such information (63, 64).

Nor can clinicians afford to ignore their behavior out-
side the realms directly governed by the HIPAA regulations
and state law. Reports of discussions about patients in
public elevators (65) or of psychiatric records being dis-
carded in a dumpster when a practice is closed (66) point
out how greatly patients’ privacy rests in their physicians’
hands. Complicated dilemmas relating to patients’ privacy
will only grow as the use of information technology prolif-
erates (67) and as new medical techniques such as genetic
profiling become common (68). Already clinicians must
attend to protecting privacy when using web sites, e-mail,
cell phones, voice mail, faxes, and other communications
technology (69). In the long run, psychiatrists’ dedication
to the ethical principles underlying medical privacy will
remain one of the most important protections that can be
offered to patients.
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